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1 This Document

1.1 Document History

Version Description Date Who

1.0 Initial Document Creation 28/06/2024 Nirmal Misra
2.0 Add KeyScaler Configuration to Appendices 08/07/2024 Nirmal Misra
3.0 Changes to App User interface, updated screenshots 12/08/2024 Nirmal Misra

Referenced Documents

# Document Name Comment

1 SAT APl One Pager
2 Credential Manager User Guide
3 Generate HSM Key API Document

SAC APl - HSM Generate Key Pair.pdf

Glossary of Terms

Term Description

API Application Programming Interface

cp KeyScaler Control Panel

cM Credential Manager

DAE Device Authority Engine

EC Keys Elliptic Curve

KS KeyScaler

HSM Hardware Security Module

loT Internet Of Things

MQTT Message Queuing Telemetry Transport

PAM Privileged Access Management

PId Password Identity

PSecret Password Secret

RSA Keys Rivest—Shamir—Adleman Key

SAC Service Access Controller

SAT Secure Asset Transfer

URL Universal Resource Locator

uuID Universal Unique Identifier aka GUID — Globally Unique Identifier
Pre-Requisites
1. Access to KeyScaler System version 7.0.4 or above configured with a SAC MQTT as the front end.
2. An RSA or EC Key available in the KeyStore for Signing the assets. Please Refer to Appendix A for how this

can be done.

owuew

Freemarker Service Connector configured. See Appendix B for configuration guide

KeyScaler Configured with SAT Policy and Signing Key. For configuration guide , see Appendix C

Cyber Ark Account and access to CyberArk Vault to store credentials

Device Authority’s Credential Manager agent software configured (MQTT Mode enabled) running on the

loT device. For Device Configuration and Registration please Refer to Credential Manager User Guide.
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7. Sample Script available . Some sample scripts are available from Device Authority. How to configure scripts
are described in Appendix D.
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This user guide document is intended for System Administrators who would like to install,
configure and use KeyScaler’s Synchronous Asset Transfer (SAT) feature to securely deliver an
asset (for example, a Unix- or Windows- script) to a remote loT device.

Sample applications to use KeyScaler’s SAT API are provided, and their installation to a System
Administrator’s Windows computer is explained in this document. Sample Unix scripts are
also provided. For other platforms, please contact cyberarkcustomer@deviceauthority.com.

2.1 SAT Feature Overview

Device Authority’s SAT feature for KeyScaler integrated with CyberArk’s Privileged Access
Management (PAM) product enables CyberArk customers to easily and securely conduct PAM
operations on loT devices. The primary use case for this is to grant field service engineers
temporary access, and then revoke such access, through password rotation. This is achieved
by securely executing scripts on these loT devices to set, and verify, user passwords.

This is enabled by a new KeyScaler API (the SAT API) that enables users to securely send scripts
for immediate execution on specified remote IoT devices. The device returns the execution
output log to KeyScaler.

The transfer is visible in KeyScaler’s Control Panel (CP) as a device job and, when successful,
a corresponding log showing the script’s execution output.

This SAT feature enables CyberArk users to:

1. Store script templates (with placeholders for execution-time values) in KeyScaler via
KeyScaler’s CP.

2. Designate target device(s), nominate the script template, and provide payload values
(to be merged with the script template to replace placeholders) via the SAT API.

3. Deliver the composed script to the target device(s) via KeyScaler’'s MQTT channel.

4. View device execution output log (returned to KeyScaler via the MQTT channel) in
KeyScaler’s CP.

Sample Unix scripts available are:
e Change User Password.
e Verify User Password.

An overview of the SAT feature flow is shown in figure 1 below:
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Figure 1- System overview diagram for KeyScaler’s SAT feature
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3 Installation

To install the Windows base KeyScaler SAT API application (this is the “External DAE API
Client” shown in figure 1), download the file CyberArk_KsAPI_Setup-1.0.0.0.0.exe from the
CyberArk Marketplace to your Windows machine:

¥ A0+ Manage  Downloads - o X
Home Share  View App Tools [2]
- I New item + N s
5 o cut < =] x -l T New item ﬂ [ open [ select al
—| 1w Copy patn £ Easyaccess ¥ Edit Select nane
Quic Move Copy Delete Rename  New Properties
7] Paste shorteut ro o B folder S GHistory 2 Invert selection
Clipboard Organise New Open Select
« ~ 2 & > ThisPC > Downloads v @] | Search Downloads »
A Neme Date modified Size Type A
# Quick access CyberArk_KsAPI_Setup-1.0.0.0...
v ( Application
1 Desktop Today (1) PPl
47 Documents (& CyberArk KsAP| Setup-1.0.0.0.exe 13011KB  Applic )
&= Pictures ~ Earlier this week (9) Nt
v l
£ Google Drive v o< o {V
7items  item selected 127MB  State: @R Shared =

Figure 2 — KeyScaler SAT API exe file

Next, Double Click on the file to start the installation process. You may need to allow your
windows firewall to add the file as an exception.

Click on ‘YES’ button to continue with the installation and follow the steps below:
User Account Control ol

Do you want to allow this app from an
unknown publisher to make changes to your
device?

KeyScaler SecureAssetTransfer Setup-1.0.0.0.
exe

Publisher: Unknown
File origin: Hard drive on this computer

Show more details

L Yes IS ] No

Figure 3 — Allow Windows to install the application

() Device Authority KeyScaler AP| Setup — »

Welcome to Device Authority
KeyScaler APl Setup

Setup will guide you through the installation of Device
Authority KeyScaler API,

Itis recommended that you dose all other applications
before starting Setup. This will make it possible to update
relevant system files without having to reboot your
computer,

Click Next to continue.

Figure 4 — Click Next to start the installation process
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(71 Device Authority KeyScaler AP| Setup — %
License Agreement ﬁ
Please review the license terms before installing Device Authority L.e,)
KeyScaler APIL

Press Page Down to see the rest of the agreement.,

Device Authority END USER LICENSE AGREEMENT (“EULA™) ~
Thiz EULA (alzo available online at
<http:/fwww . deviceauthority. com/assets/eula. pdf- as updated from time to time, is a
legal agreement between you, the end user customer, and the applicable Device
Authority entity identified below (*“Device Authority™) and governs your use of the
Software (as defined below).

BY DOWNLOADING, INSTALLING, OR OTHERWISE ACCESSING OR USING THE
SOFTWARE, v OU AGREE THAT v OU HAVE READ, UNDERSTOOD, AND AGREE TO BE
BOUND BY THIS EULA. IF YOU DO NOT AGREE, DO NOT USE THE SOFTWARE.

v
If you accept the terms of the agreement, dick I Agree to continue, You must accept the
agreement to install Device Authority KeyScaler APL

Mullsofk Install Systemn «3,08

| < Back |I I Agree | | Cancel |

Figure 5 — Click ‘| Agree’ to the End User License Agreement

(Tj Device Authority KeyScaler APl Setup —

Installing

Please wait while Device Authority KeyScaler API is being
installed.

Extract: flagup.xbm... 100%:

Show details

Mullsoft Install System 3,08

< Back Next > Cancel

Figure 6 — Wait for the installation process to complete — it should only take a few seconds

(;1 Device Authority KeyScaler APl Setup —

Installation Complete
Setup was completed successfully.

Completed
Qutput folder: C:\Program Files\DeviceAuthority KeyScaler API ~

Extract: DeviceAuthority.ico.., 100%

Extract: DeviceAuthority-Grayscale.ico... 100%

Extract: DeviceAuthority - EULA.rtf... 100%

Extract: config.json... 100%

Create shortcut: C:\Program Files\DeviceAuthority \KeyScaler APT\Keyscaler APT.exe.Ink
Created uninstaller: C:\Program Files\DeviceAuthority \KeyScaler APT\uninstall.exe
Create folder: C:\ProgramData\Microsoft\Windows\Start Menu'\Programs \DeviceAuth. ..
Create shortcut: C:\ProgramDataMicrosoft\Windows\Start Menu'Programs'Deviced. ..
Completed

Mullsoft Install Swstem «3.08

Cancel

Figure 7 — Click on ‘Show Details’ to view the files being installed
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() Device Authority KeyScaler APl Setup —

Completing Device Authonty
KeyScaler APl Setup

Device Authority KeyScaler API has been installed on your
computer.

Click Finish to dose Setup.

Figure 8 — Click on ‘Finish” once Setup is completed

3.1 Configuration

Next, navigate to the following folder:

=) = Manage Manage KeyScaler API - =} b
Home ~ Share  View  Shortcut Tools App Tools [7]
N { cut 0 Mew item ~ N [#5Open v Select all
g 02 « B X =0 n vl -
Wi Copy path ] Easy acess ~ Edit Select none
Copy  Paste Move Copy Delete Rename  New Properties
7| Paste shortcut o 5 = S = History 2 Invert selection
Clipboard Organise New Open Select
= . » ThisPC » Windows (C:) » Program Files » DeviceAuthority » KeyScaler APl » v @ | Search KeyScaler API »
A Name - Date modified Type Size
# Quick access KeyscalerAPlexe
dist 319 File folder Shortcut
fia Device Authority config.json 024 14:03 50N Source File 1KB

4] DeviceAutherity - EULA.itf 14:42 Rich Text Format 167 KB

@ OneDrive - Device Authority Inc

@ DeviceAuthority.ico 14:42 lcen 15 KB (]
[ This PC ) DeviceAutherity-Grayscale.ico 024 14:42 lcon 15 KB N7
J 3D Objects @ KeyscalerAPl.exe Shorteut 2K8
I Desktop (® uninstall.exe Application 62 KB Date modified: 28/06/2024 13:19
o Documents ;‘ZE‘ ; 166 KB i
3 Downioats ote created:  28/06/2024 13:19
D Music

Titems 1 item selected 1.66 KB =
Figure 9 — File Manager showing the installation files for the SAT API application.

Next, edit the config.json file to modify the log location and file to match your environment:

Q{ C\Program Files\DeviceAuthority\KeyScaler Secure Asset Transfer\config,json - Notepad++ - O s
File Edit Search View Encoding Language Settings Tools Macro Run  Plugins Window 7 + ¥ X
o = s & 4 Dl [t g @ | EBE|=1 -~ @ ] |EIEd~
|=] config.json tﬂl
= »~
2 "C:\\Users\\Public\\logs\\sat_log.log",
5 20,
4
5 false,
"tenant.mykeyscaler.com",
7 "tenant",
"bl127ba%6-3057-4%6b-aZc0-61188c5d1297",
10 : true
11 L} v
JS0M file length : 268 lines: 12 Ln:1 Col:1 Pos:1 Windows (CRLF)  UTF-8 INS

Figure 10 — Edit config.json file to match your environment
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For the fields host, tenant and sat_policy_id, these will be available once your KeyScaler
system is available.

The host will be the tenant domain, for example:

<« 5 C mMm @ Notsecure  hitps://tenant.mykeyscaler.com/cp/login

I{‘J

Figure 11 — Host value for config.json

The sat_policy_id is created after a SAT policy is created in the KeyScaler tenant, for example:
€ 2 C M © Notsecure  hips://tenant.mykeyscaler.com/cp/common/dashboard

@ KeyScaler™ Dashboard Manage Devices Manage Policies = HSM Access Controller KeyScaler E:

& Agent Crypto Policies
| IE Automated Password Policies
DEVICE STATE SUMMARY # KeyScaler Issued Certificate Policies
3 Key Rotafion Policies
3 Authentication Policies

=8 Tofal Registered
Il Code Signing Policies

Authorized
& bl  — Synchronous Asset Transfer Policies

W Quarantined

| Manage Synchronous Asset Transfe

Q) Blacklisted

Figure 12 — KeyScaler Control Panel — View sat_policy_id

€ - C M © Notsecure  hips://tenant.mykeyscaler.com/cp/admin/policies/sft/edit/b127ba96-3057-496b-a2c0-61188c5d 1297/ 1

@ KeyScaler™ Dashboard Manage Devices Manage Policies « HSM Access Controller KeyScaler Edge Reporis & Nofification

MANAGE KEYSCALER SYNCHRONOUS ASSET TRANSFER POLICIES

Edit Synchronous Asset Transfer Policy

Policy Name * SAT Policy (-]
Policy Description CyberArk test

Timeout (ms) * 900000 e
Signing Key * CyberarkPairDo0001 v @
SAC Hostname * http:/flocalhost:8081 -]
Template Service Connector FreeMarker Template Connec v | @

Figure 13 — KeyScaler Control Panel View sat_policy_id
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@ DEVICE
~.

g *C\Program Files\DevicelAuthority\ KeyScaler Secure Asset Transfer\config json - Notepad++ - O x
File Edit Search View Enceding Language Seftings Tools Macre Bun  Plugins  Window 2 + v
cHHERGR|lihEoe iy 2% | EE|S1~-EEFE0a|® @EdREEEBE”
Econfig.json ml
=T ~
2 "log file™ @ "C:\\Users\\Public\\logs\\sat_log.log",
3 "log_lewvel™ : 20,
4
5 "werify tls" : false,
(5} "host"™ @ "tenant.mykeyscaler.com",
) "tenant_name" : "tenant”,
g
9 "sat peolicy id" : "b127baf%96-3057-496b-a2c0-61188c5d1297",
10 I "use tpc prompts" : True
11 ~} v
JS0N file length : 268 lines: 12 Ln:9 Col:36 Pos:212 Windows (CRLF)  UTF-8 INS |

Figure 14 — Sample config.json file

Next, Save

and exit the config.json file.

3.2 Run the Application

To run the application on the System Administrator’s computer that will operate the

Figure 15 — Click on “Yes’ button to continue

KeyScaler SAT feature, double click on the KeyScaler_SecureAssetTransfer.exe file:

A terminal window pop up will appear, prompting the user for some inputs:
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21 KeyScaler_SecureAssetTransfer.exe - m} s

iceAuthority! aler Secure Asset Transfer

Figure 16 — Launch the SAT APl application

Enter the config file config.json or just hit return to use the default config file that was edited
above:

2 KeyScaler_SecureAssetTransfer.exe - m} X

~ Secure Asset Transfer

INFO

INFO
[INFO]
[INFO]

user name
t 1

Figure 17 — Enter the values prompted by the application

Once the config file, device-name, have been entered, the App prompts the user to enter the
pid and psecret, either manually (m) or from file (f). If (f) is selected, user can just hit enter to
use the default file credentials.json to enter the Pid/Psecret from file.

The SAT API Application then returns a list of possible scripts that can be executed on the
target device.

The pid and psecret value may also be obtained from the KeyScalar system. Once logged into
the Control Panel, navigate to Account Settings:
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&« > C [ © Notsecure  hitps://tenant.mykeyscaler.com/cp/admin/policies/sat/edit/b127ba%-3057-496b-a2c0-61188c5d1297/1 w

KeyScaler™ Dashboard ~ Manage Devices Manage Policies = HSM Access Conirolier KeyScaler Edge Reports & Notification Help Tenant main

/# Account Settings

Ed Customize Account Logo

i Manage System Settings
MANAGE KEYSCALER SYNCHRONOUS ASSET TRANSFER POLICIES

# Manage KeyScaler Certificate Authorities
# Manage Service Gonnectors
a0 Manage Notifications & Reports.
Edit Synchronous Asset Transfer Policy 2 Manage Administrators
& Manage Users

& Manage Customer Accounts

R SsTPoley °© £ Manage Authorization IDs
1 Manage Key Rotation

Policy Description CyberArk test
82 Product License

Timeout (ms)* 200000 ° [E Manage DAE APl Seftings
® Manage Device Attribute Feed
[ Manage IDP

Signing Key * CyberarkPair000001 v e & Download Software

SAC Hostname * http:/localhost: 8081 (-]

Template Service Connector FreeMarker Template Connec v @

Figure 18 — KeyScaler Control Panel — Navigate to Account Settings

KeyScaler™ Dashboard Manage Devices Manage Policies HSM Access Controller KeyScaler Edge Reports & Notification

ACCOUNT SETTINGS

Integration Info
The following information is typically used when integrating the DAE Connector with your server.

Account Number

358813731

Participant ID

42051594-baa7-478c-badd-1c908de528b8

Participant Secret

ef1b04756-593b-4a6c-ab95-98b885dae6ea
Figure 19 — KeyScaler Control Panel — Pid and psecret settings

Select a script to run, for example ‘list’, and enter the target_username, and target_password
(note these are not required for the list command) a sample output is shown below:
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%1 KeyScaler_SecurefssetTransfer.exe

[INFO]
[INFO]
[INFO]

[INFO]
[INFO]
[INFO]

ure Asset Transfer

read from file
als.json file
bea
tion is disabled!

r name

Figure 20 — SAT API Application Execution
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3.3 Script Output

The SAT API application returns the script output (as executed on the target device) to the
application’s console and to the log file (if configured — see section 3.5). An example of the
console output is shown below, continuing with the previous section’s use of the “list” script:

2l KeyScaler_SecureAssetTransfer.exe - m} X

Figure 21 — SAT API application returns the script output as executed on the device
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3.4 Change Password Script

Other scripts available are for changing a password and verifying the password change.
Sample outputs of these two scripts are shown below:

2l KeyScaler_SecureAssetTransfer.exe

[INFO
[INFO
[INFO
[INFO
[INFO
[INFO
[INFO
[INFO
[INFO
[INFO
[INFO
[INFO
[INFO

.json

[INFO]

[INFO]

[INFO]

62 [INFO]
[

62 [INFO]

et:
tion is dis

0 user name

® [INFO]
[INFO]

Figure 23 — Output for a sample verify password script
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3.5 Log Files

Log files can be viewed in the file defined in the config.json configuration file:

“log_file” : “C:\\Users\\Public\\Logs\\log.log”,

2 [ = Logs - o x
Home  Share  View (7]
= &4 cut B x __ﬁ T2 New item ~ ﬂ “Jopen ~  HHselectan
g U Wl Copy path L £ ] Easy access ~ Edit Select none
Copy Paste Move Copy  Delete Rename  New Propetties
7] Paste shortcut — to- o = folder = @ History £ Invert selection
Clipbeard Organise New Open Select
« “ 4 | » ThisPC > Windows (C:) » Users > Public > Logs v & | Searchlogs »
A Name . Date medificd Type Size
# Quick access loglog
credentialmanager.lo 03 52 TextDocument 19KB Text Document
I Deskiop E geried
B Text Document 17KB
g Documents [ log.out OUTFile 189
=] Pictures = testlog Text Document 2kB
& Google Drive
& Downloads v

4items  1item selected 16.6 KB State:ﬁiharad

Figure 24 — Location of SAT APl app log file

AUTHORITY

loT Security Simplified

The default log level in config.json is 10, however this can be configured to the following

levels for additional troubleshooting:
e CRITICAL=50
e ERROR=40
e WARNING =30
e |[NFO=20
e DEBUG=10
e NOTSET=0

Sample content of a log file is shown in the next figure.
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[&f c:\Users\Public\Logs\log.log - Notepad++ [Administrator] - O hed
File Edit Search View Encoding Language Settings Tools Macre Run  Plugins Window 7 + ¥ X
ciHERalshm et 23| BE|S5T E0EPPRu® MENME BDEEE~~ »
B configjson dlEcredent\als.json 1 [=1og.log m'
var\nlrWErwXrWE 1 root root 29 RBug 11 2022 vmlinuz -> boot/vmlinuz-5.4.0-108%-azure\nlrwxrwirwx 1 root root 29 Rug A~
11 2022 vmlimaz.old -»> boot/vmlinuz-5.4.0-1026-azure\n', 'success': True}}
80 2024-07-01 15:52:31,050 [INFQ] *&&*xdrkrdkhay
91 2024-07-01 19:52:31,050 [INFO] Created Logger
92 2024-07-01 19:52:31,050 [INFQ] *¥+¥kaxdkavsis
93 2024-07-01 19:52:31’050 [INFO] e R
94 2024-07-01 19:52:31,050 [INFO] * System: tenant.mykeyscaler.com
a5 2024-07-01 19:52:31,050 [INFO] *% 0 kakioh hbb i hdoh dd o d ok dd ek ko hdaded v
96 2024-07-01 15:53:25,805 [INFQ] *&&*xdrkrdbhax
2024-07-01 19:53:25,805 [INFO] Created Logger
2024-07-01 19:53:25,805 [INFO] *¥+%kaadkavsss
2024-07-01 19:53:25’820 [INFO] e R
2024-07-01 19:53:25,220 [INFQO] * System: tenant.mykeyscaler.com
2024-07-01 19:53:25,820 [INFO] H% %0k kiohdbb i hdoh db e d ok dd ok h ko ko a ek v
2024-07-01 19:53:52,086 [INFQ] **sxraraxaaaxy
2024-07-01 19:53:52,097 [INFO] Created Logger
2024-07-01 19:53:52,087 [INFO] *¥+¥kardkavsis
2024-07-01 19:53:52’097 [INFO] e R
2024-07-01 19:53:52,097 [INFQ] * System: tenant.mykeyscaler.com
2024-07-01 19:53:52,098 [INFO] &% %80k kdhw bbb hdon a o d hdoh &k ok h o h ok oa kv
0 2024-07-01 19:54:35,910 [INFQ] Server certificate verification is disabled!
108 2024-07-01 19:54:36,509 [INFO]
110 2024-07-01 19:54:36,509 [INFO] ---—- Scripts 0 0—---—-
111 2024-07-01 19:54:36,509 [INFO]
112 2024-07-01 19:54:36,509 [INFO] Searching for all Scripts availakle for Dewvice: Iot Dewvice 01
113 2024-07-01 15:54:36,50% [INFQ] Scripts for Device: Iot Device 01 (bcSbbéfa-aifa-4d56-abdf-47fbf64231cl)
114 2024-07-01 19:54:36,509 [INFO] Script changepass_script 1 : Script changepass_script 1
115 2024-07-01 19:54:36,509% [INFQ] Script CyberhArk 5AT Script : Script Cybkerhrk Echo test
1le 2024-07-01 19:54:36,509 [INFO] Script diskspace : Script diskspace
117 2024-07-01 19:54:36,509 [INFO] Script ifconfig : Script get the IP
118 2024-07-01 19:54:36,50% [INFQ] Script list : Script basic director listing and echo user name
115 2024-07-01 19:54:36,509 [INFO] Script verifypass_script_l : Script verifypass_script 1l
120 2024-07-01 19:54:36,509 [INFO] ---- End of Scripts List ———=
121 2024-07-01 20:02:04,254 [INFO] Supplied parameters from user: {'user': 'sat_user', 'path': '.', 'password': "A¥NErkkakr]
122 2024-07-01 20:02:04,277 [INFO] Server certificate wverification is disabled!
123 2024-07-01 20:02:08,510 [INFO] SAT Response Output: {'req id': "lab45c%c-SaTe-4£E81-87bb-2500a79165€e', 'response_ts':
1719860530944, 'http_code': 200, 'status_code': 0, "response_data': {'data': 'sat_user\ntotal 124\ndrwxr-xr-x 23 root root
4096 Apr 25 19:16 .\ndrwxr-xr-x 23 root root 4096 BRpr 25 19:16 .. \D-IWXIWKIWK 1 root root 12976 Apr 25 15:16
auth_ test\n-rw-rw-rw- 1 root root 2404 Apr 25 19:16 auth test.c\ndrwxr-xr-x 2 root root 40%¢ Nov 17 2022
bin\ndrwxr-xr-x 4 root root 4096 Nov 17 2022 boot\ndrwxr-xr-x 15 root root 4060 Apr 24 13:53 dev\n-Iw-Iw-rw- 1 root
root 3714 Sep 17 2021 deviceCert.cert\n-rw-rw-rw- 1 root reot 1675 Sep 17 2021 deviceEey.pem\ndrwxr-xr-x 102 root root
4096 May 21 17:33 etc\n-rwWw-Iw-rw- 1 root root 0 Rpr 25 13:59 gcc_output.txt\ndrwxr-xr-x & root root 4096 Rpr 24 13:53
home'\ Nl rWwXrWwirwg 1 root root 32 Aug 11 2022 initrd.img -> boot/initrd.img-5.4.0-1085%-azure\nlrwiKrwiIwx 1 root root
32 Rug 11 2022 initrd.img.old -» boot/initrd.img-5.4.0-1086-azure\ndrwir-xr-x 22 root root 4096 Nov 17 2022
lib\ndrwxr-xr-x 2 root root 4096 Nov 17 2022 libé4\ndrwi--—---- 2 root root 16384 Jan 21 2020 lost+found\ndrwxr-xr-x 2
root root 4096 Jan 21 2020 media‘\ndrwxr-xr-x 3 root root 4096 Rpr 24 13:53 mnt\ndrwxr-xr-x 2 root root 4096 Jan 21
2020 opt\ndr-xr-xr-x 177 root root 0 BRpr 24 13:52 proc\ndrwx----—-- 7 root root 4096 Jun 28 20:37 root\ndrwxr-xr-x 24
root root 260 Jul 1 09:10 run\ndrwxr-xr-x 2 root root 12288 Nov 17 2022 skin\ndrwxr-xr-x 2 root root 4096 Jan 29
2020 snap\ndrwxr-xr-x 2 root root 4096 Jan 21 2020 srvindr-xr-xr-x 12 root oot 0 Bpr 24 13:32 sys\ndrwIWKIWEL il
root root 4096 Jul 1 13:40 tmp\ndrwxr-xr-x 10 root root 4096 Jan 21 2020 usr\ndrwxr-xr-x 14 root root 4096 Nov & 2022
Var\nlrwErwirwx 1 root root 2% Bug 11 2022 vmlinuz -> boot/vmlinuz-5.4.0-103%-azure\nlrwirWwirwx 1 root root 29 Rug
11 2022 vmlinuz.cld -» boot/vmlinuz-5.4.0-1026-azure\n', 'success': True}}
124
v
Mormal text file length: 17,063 lines: 124 Ln:1 Col:1 Pos:1 Windows (CR LF) UTF-8 INS

Figure 25 — Sample log file output for the “List” script
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4 KeyScaler Control Panel View

On KeyScaler System, Login using login Credentials, and navigate to Managed Devices page:

Lr? KeyScaler™ Dashboard | Manage Devices ~  Manage Policies HSM Access Controller KeySealer Edge - | Reports & Notification
&

& Manage Device Groups Manag:

DEVICE STATE | © Provision New Devices Provision A Device
(® Manzge Pending Registrations

W Manzge PKI Signature+ Registrafion Keys

= Total Registersd [ |
W Manzge DSM Public Keys
Authorized
& Auther W Manage X 509 Registration B
W Cuarantined [0 ]
©Q Blacklisted [0 ]
RECENT EVENTS

Figure 26- KeyScaler Control Panel — Managed Devices

For a specific device, the jobs for that device can be viewed by clicking on the ellipse, as
shown:

(r'.'? KeyScaler™ Dashboard [INRSOSERRRSSN Licnage Pobcies - | HSM Access Contoller - | KeyScalerEdge - | Reports & Notialion
&

MANAGE DEVICES

Records Found (8)
PSR Cusantined  Blackisted

Registored idantifior DDKG Library 1 Date Rogisterod | Certificate Status View
gLt 051312024 18:05:25 A
DOKG LinugcLt 051372024 172838 N il
elaptop-00' DOKG wndaws 010412024 12:17:58 Revoked —
DOKG Wimdaws 122472023 12 1821 NiA @
CybarArSTLab13 DOKG Windaws 121132023 171050 A
apiop DOKG LinueLt 1200872023 141305 WA
WindowsLaptop DOKG wngaes 08272022 08:57.52 NA

Figure 27- KeyScaler Control Panel — View Jobs for Device

Cllcklng on the ‘view jobs’ prowdes a list of status of those jobs for the elected device:

(:j KeyScaler™ Dashboard [MMRESDRMEISN Mianags Pobces - HSM Access Contoler - KeyScaler Edoe - Repors & Notiicaion

JOBS FOR DEVICE IOT DEVICE 01

Figure Zél:kéyScaler Control Pdhe/ - View Status of Jobs

Also, the Logs for the device can aIso be seen:

(} KeyScaler™ Dashboard [MMBOSDRMGES SN  Manage Poices SM Access Contoller - KeyScalor Edge - Reports & Notiicaior

DEVICE LOGS FOR IOT DEVICE 01

oglD g ScriptiD §

Actions

Figure 29 — KeyScaler Control Panel — View Logs
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DEVICE LOGS FOR IOT DEVICE 01

LOGS Back
Line Detail

1 sat_user

2 totad 124

3 ruxr-ar-x 23 root raot 4096 Aps 25 1918

1 Gruoxr-ur-x 23 root root 4006 Apr 25 19.18

5 ~nueXTenTCe 1 100t 1008 12976 ADI 25 19116 Buln_test

[ W= 1 700t 100t 2404 Apr 25 18:16 sutn_testc

erwer-ar: 2 rao oot 4096 Naw 17 2022 bin

8 ruoxr-ar-x 4 raot roat 4096 Nav 17 2022 boot

8 rvorr-ar 15 100t 100¢ 4060.

10

"

12

13 1 ot root 0 Apr 25 1858 gec_sutpat bt

1 %6 1001 1ot 4096 ADr 24 1353 home

15 xrarc 1 1ot root 32 Aug 1 2022 inird Imy -+ BOINIr img-5.4.0-1088-azure
16 s 1 root raot 32 Aug 11 2022 i img.okd -» baotinded img-5 4.0-1086-azure
" o oot root 4096 Now 1 i

18 ruxr<ar: 2 fat (od1 4096 Nav 17 2022 kb

18 Orut—— 21001 o0t 16384 Jan 21 2020 lestefound

20 Grverr-: 2 oot roat 4096 Jan 21 2020 media

2 rvxr-ar-x 3 raol roat 4096 Agr 24 1353 mat

2 rvoxr-ur-x 2 rao roat 4096 Jan 21 2020 opt

2 routoxron 177 fack fach 0 Age 24 1352 proc.

Figure 30 — KeyScaler Control Panel — View logs of a specific Log ID
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5 Application Uninstallation Process

To uninstall the SAT API application, double click the uninstall file:

=1 Manage KeyScaler Secure Asset Transfer

D o cut < x IEE T New item = [ open [ select al
W Copy path £ Easy access v 7 Edit 35 select none.
Pm;{n{g:ﬂck Copy Paste El e Mt;l'lvE Ct(;ﬂ. DE\vetE Rename f:rﬂv:’ Pmufmes @ History r:E‘ R —
Clipboard QOrganise New Open Select
<« v 4 [l > ThisPC > Windows (C) » Program Files > DeviceAuthority > KeyScaler Secure Asset Transfer
@, OneDrive - Device Authority Inc A Neme Date modified Type
& This PC dist 0170772024 18:05 File folder
- config,son 01/07/2024 19:52 JSON Source File
B30 Objects credentialsjson 28/06/2024 16:45 JSON Source File
[ Desktop ) DeviceAuthority - EULAtF Rich Text Format
4| Documents @) DeviceAuthority.ico Icon
& Downloads @ DeviceAuthority-Grayscaleico 14/06/2024 14:42 Icon
D Music i KeyScaler_SecureAssetTransfer.exe 01/07/2024 19:47 Shortcut
&) Pictures 2 uninstall.exe 01/07/2024 18:05 Application
Bl Videos
2, Windows (C)
B Seaaate Backuo Plus Drive (E3) v

Bitems 1 item selected 61.4KB

Figure 31 — Uninstall the SAT APl application

KeyScaler Secure Asset Transfer Uninstall

Are you sure you want to uninstall KeyScaler Secure Asset Transfer?

. .

Figure 32 — Click “YES’ to continue the Uninstall of the application

{3 KeyScaler Secure Asset Transfer Uninstall: Uninstalling —

Delete file: C:\Program Files\DeviceAuthority \KeyScaler Secure Asset Transfer\distVib\tk\tearc

Hullsaft Install System 3,08

Close Cancel

Figure 33 — The SAT API App files start to get deleted from the system
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{9 KeyScaler Secure Asset Transfer Uninstall —

Completed

Show details

Mullsoft: Install System 3,08

Figure 34 — Click on ‘show details’

{9 KeyScaler Secure Asset Transfer Uninstall -

Completed

Delete file: C:\Program Files\DeviceAuthority WeyScaler Secure Asset Transferidistli.. »
Delete file: C:\Program Files\DeviceAuthority \WeyScaler Secure Asset Transferdistli...
Delete file: C:\Program Files\DeviceAuthority \WeyScaler Secure Asset Transferdistli...
Remove folder: C:\Program Files\DeviceAuthority\KeyScaler Secure Asset Transfer'd. ..
Delete file: C:\Program Files\DeviceAuthority \WeyScaler Secure Asset Transferdistli...
Delete file: C:\Program Files\DeviceAuthority \WeyScaler Secure Asset Transferdistli...
Remove folder: C:\Program Files\DeviceAuthority\KeyScaler Secure Asset Transfer'd. ..
Remove folder: C:\Program Files\DeviceAuthority\KeyScaler Secure Asset Transfer'd. ..

Remove folder: C:\Program Files\DeviceAuthority\KeyScaler Secure Asset Transfer'd. ..
Completed

Mullsoft Install System 3,08

Figure 35 — Details of the files being uninstalled

This completes the uninstall process.
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6 Appendix A - Create a HSM Signing

Key

On KeyScaler CP, navigate to HSM Access Controller> Key Access Policies and create a new

HSM Policy:

@ KeyScaler™ Dashboard | Manage Devices - Manage Policies
Ol

DEVICE STATE SUMMARY

& Total Registered
& Authorized
% Quarantined

© Blacklisted

RECENT EVENTS

HSM Access Controller +

& Secure Repositories

i Key Access Policies:
1 Key Management ["y o0 1o Policies

KeyScaler Edge ~  Reporls & Nofification

Provision A Device

CONTROL P/

07/08/2024 16:30

07/08/2024 14:47

07/08/2024 11:57

07/08/2024 11:31

Figure 36- KeyScaler Control Panel — HSM Access Controller>Key Access Policies

In the sample below, a couple of policies are listed:

Manage Polcies

HSM Access Controller ~ s

Reports & Natiication

Help - Tenant main

sdmingdevicasutno

= i
i

HARDWARE SECURITY MODULE POLICIES

Name 1 Description Encypt
QApy HSM Policy DC QApy HSM testing Policy Al kays
SAT HSM Poicy SAT HSM Polcy Hamed koys

Figure 37- KeyScaler Control Panel — HSM Access Controller>Key Access Policies>List Policies

Decrypt Generate
A kays Yos
Namad keys e

Delete import  Expart Rotate sign

Al kays Yes Al kays Al oy Aukays

This pascys ke Yes Ths: policy’s keys

Click on +New Policy button to give a page as shown below:

4{.3 KeyScaler™ Dashboard | Manage Devices

<

e~

MANAGE HARDWARE SECURITY MODULE POLICIES

Create New Hardware Security Module Policy

Policy Name *

Policy Description

Use Service Connector

Encrypt

Decrypt

Generate

Delete

Import

Export

Rotate

Sign

Auto-Rotate every *

ASSIGN POLICY TO THESE DEVICE GROUP(S)

Device Group(s)

Manage Policies - | HSMACcess Contiolles = | KeyScaler Edge

Policy Name

(w]

Not available
Not available
(=}
Not available
(w]

Not available

Not available

Not available

Days @

Reports & Nofification

This palicy's keys Mamad keys

Updated Actions

0110472024

120182003

© New Policy

Figure 38- KeyScaler Control Panel — HSM Access Controller>Key Access Policies> Create New Policy
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This policy allows users to control what access and control can be given to devices. In this
case, we need to give ‘Sign’ permissions, so fill in the form as shown in the example below:

MANAGE HARDWARE SECURITY MODULE POLICIES

Edit Hardware Security Module Policy

Policy Name * SAT HSM Policy (-]
Policy Description SAT H3M Policy

Encrypt Named keys v
Keys for Encryption 5 CyberarkPair000001

Decrypt Named keys v
Keys for Decryption x GyberarkPair000001

Generate

Delete This policy's keys v
Import

Export This policy's keys v
Rotate This policy's keys v
Sign Named keys v
Keys for signing % CyberarkPair000001
Auto-Rotate every * 0 Days @

ASSIGN POLICY TO THESE DEVICE GROUP(S)

Device Group(s) ¥ SAT-Seripls-Group | s« SATDemoGroup o

Figure 39- KeyScaler Control Panel — HSM Access Controller>Key Access Policies> Create new Policy

The ‘Named Keys’ as shown, can be added later by editing the policy. For now, select the
option ‘This Policies Keys’ from the pull-down menu for ‘Sign’.

Next, navigate to HSM Access Controller>Key Management.

@ KeyScaler™ Dashboard ~ Manage Devices - Manage Policies - | HSMAccess Controller = | KeyScaler Edge - | Reports & Notification
~

@ Secure Repositories |

MANAGE HARDWARE SECURITY MODU L E====—0

Edit Hardware Security Module Policy

Policy Name * SAT HSM Policy (-]

Figure 40- KeyScaler Control Panel — HSM Access Controller>Key Management

In the sample below a couple of keys are already Listed. For generating a new HSM key, this
can only be done by REST API, and not via the KeyScaler Control Panel as the key need to be
tied to a specific device(s) that have registered with KeyScaler. For generating a Signing Key
follow the HSM Generate Key Pair APl documentation. In summary, the following inputs are
required:

o Key Alias
e Type of Key, either RSA or EC
e Size of Key

e HSM Policy UUID

The HSM Policy UUID can be taken from the URL as highlighted below:
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© Not secure

hitps;//tenant.mykeyscaler.com/cp/admin/hsm/policies/edit/ff346433-6cbb-447a-bc83-6d9a70619541/1

Lr? KeyScaler™ Dashboard Manage Devices Manage Policies HSM Access Confroller ~ KeyScaler Edge Reports & Notification
7

MANAGE HARDWARE SECURITY MODULE POLICIES

Edit Hardware Security Module Policy

Policy Name * SAT HSM Palicy

Policy Description SAT HSM Palicy

Figure 41Key — Scaler Control Panel — HSM Access Controller>HSM Policy UUID

Then refresh this page to view the new key.

@ KeyScaler™ Dashboard | Manage Devioes - | Manage Poicies - |\HSMAGEeSsContioler = | KeyScaler Edge - | Reports & Nofficaion Help | Tenantmain

HARDWARE SECURITY MODULE KEYS

Alias Key Pair Key Size Version Policy 1 Last Rotated Date © Active Actions
RSAKey01Forncryption e 2048 0 ‘SAT HSM Policy 120182023 true Export | Delete
CyberarkPair00001 true 2048 0 ‘SAT HEM Policy 09082022 true Export | Delete:

Figure 42- KeyScaler Control Panel — HSM Access Controller>List Keys

This completes the HSM Key Generation.
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Appendix B — Create a new FreeMarker Service Connector
On KeyScaler CP, navigate to Tenant Main> Manage Service Connectors:

KeyScaler™ Dashboard ~ Manage Devices - (MBS POIGRS =  HSM Access Confroler - KeyScaler Edge - Reports & Nolification

MANAGE KEYSCALER SYNCHRONOUS ASSET TRANSFER POLICIES

Edit Synchronous Asset Transfer Policy

Policy Name SAT Poli o
Policy Description
Timeout (ms) 000 °

Signing Key 2rkPair000001 v e

Figure 43- KeyScaler Control Panel — Manage Service Connectors

Next, click on +Add New, to create a new service connector:

Manage Devices - Manage Policies - HSM Access Contioller - KeySealer Edge - Reports & Netifcalion

MANAGE SERVICE CONNECTORS

Profile Name 1 Service Provioer Actions

FrasMarkes Tempiate Connactor Omer Tempizte oai

-—9 © Add New

Figure 44- KeyScaler Control Panel — Manage Service Connectors>List Connectors

This will provide a form to fill-in with the service connector details.

KeyScaler™ Dashboard = Manage Devices Manage Poiicies HSM Access Controller KeyScaler Edge Reports &

SERVICE CONNECTORS

New Service Connector Profile

Senvice Provider
Other Template v &—

The following information is used to connect to the service provider.

Profile Name

\ |HE

Custom API Secret

[}

Service Connector Uses TLS

[}

Cancel RV

Figure 45- KeyScaler Control Panel — Manage Service Connectors>Create New Connector

A sample form is provided below:
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KeyScaler™ Dashboard = Manage Devices - Manage Policies HSM Access Controller ~  KeyScaler Edge ~  Reporis &

()

SERVICE CONNECTORS

Edit Service Connector Profile

Service Provider

mplate v

The following information is used to connect to the service provider.

Profile Name

FreeMarker Template Connector

URL

http:/localhost 8082/sc

AP| Secret

Service Connector Uses TLS

Cancel EEEVE

Figure 46- KeyScaler Control Panel — Manage Service Connectors>Create New Connector

e Service Connector: Select Other Template

o Profile Name: Free text for the service connector name

e URL: The URL of where the FreeMarker Service Connector?! application is deployed. This
could be the same VM as KeyScaler System, in which case use local host, as shown above.

e APl Secret: This is used by the Service connector to authenticate to KeyScaler System. You
can use your own APl Secret, however, leaving it blank and saving, KeyScaler will generate
one automatically for you.

e Service Connector Uses TLS: This should be enabled for Production Systems. When enabled,
enter the service connector TLS certificate in the pop-up text field:

SERVICE CONNECTORS

Edit Service Connector Profile

Service Provider

Server Authentication (optional)
The following informatien is used to connact o the service provider Enter senice connector server certficate to enable seruer authentication. Enter certiicate in PEM format including guard-
lines/oundaries. To disable leave blark

Profile Name.
Service Connector Certificate

—_—

FreeMarker Template Connector

URL

http:ilocalhost 8082/sc

AP Secret

O Show Chara

ters

Service Connector Uses TLS

a&—

Cancel

Figure 47 — KeyScaler Control Panel — Manage Service Connectors>Create New Connector> Enable TLS

Next, click on Save button to complete the service connector configuration.

! For any question and support on the connector, please contact cyberarkcustomer@deviceauthority.com
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7 Appendix C - Create a new SAT Policy

To create a new Secure Asset Transfer Policy, login to KeyScaler CP and navigate to Manage
Policies>Synchronous Asset Transfer Policies, as shown below:

ﬁ ‘KeyScaler™ Dashboard Manage Devices Manage Policies ~ HSM Access Controller KeyScaler Edge Reporis & Notification
k") -
@ Agent Crypto Policies
| = Automated Password Policies
551 i s Provision A Device
DEVICE STATE SUMMARY ¢ KeyScaler lssued Certicate Policies - CONTROL PANE
£ Key Rotation Policies
23 Authentication Policies

= Total Registered a 0710812024 14:47:47
Il Code Signing Policies

& Authorized PO ——— 5 ] 07/08/2024 11:57:04

W Quarantined 07/08/2024 11:31:27

Manage Synchranous Asset Transfer Policies

© Blackiisted [0] 07/02/2024 15:44:03

RECENT EVENTS

07/08/2024 14:46:41 lot Device 01 + Successful device authorization Device Authenticated and Authorized

Figure 48 — KeyScaler CP> Manage Policies > SAT Policies

Next, click on +New Policy Button:

(}’3 KeyScaler™ Dashboard  Manage Devices - [MSePoicel  H5M Access Confroler - KeyScater Edge - Reports & Notification
v)

SYNCHRONOUS ASSET TRANSFER POLICIES

Transfor Timeout HSM Key

© New Policy Manage SAT Scripts

Figure 49 — KeyScaler CP> Manage Policies > SAT Policies> Create New Policy

Fill in the SAT Policy form as shown in the example below, selecting the signing key generated
in Appendix A and Template Service connector from Appendix C from the pull-down menus:

@ KeyScaler™ Dashboard =~ Manage Devices Manage Policies = | HSM Access Confrolier KeyScaler Edge Reports & Nofification
3

MANAGE KEYSCALER SYNCHRONOUS ASSET TRANSFER POLICIES

Edit Synchronous Asset Transfer Policy

Policy Name * SAT Policy -]
Policy Description CyberArk test

Timeout (ms) * 900000 o
signing Key * CyberarkPaird00001 v o
SAC Hostname * http:/flocalhost:8081 o
Template Service Connector FreeMarker Template Connec v @

Figure 50 — KeyScaler CP> Manage Policies > SAT Policies> Fill in New SAT Policy form

For SAC Hostname?, this could be hosted on the same VM as KeyScaler, in which case enter
local host, as shown above.

2 For any question and support on SAC Hostname, please contact cyberarkcustomer@deviceauthority.com
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Click on the ‘?’ to get additional help for each field, for example for Timeout (ms)

Policy Description Cyberrk test

Timeout (ms)
Timeout (ms) 900000

Timeout for asset ransfer in milisecands.
Signing Key * CyberarkPair0D0001 v e

Figure 51 — KeyScaler CP> Manage Policies > SAT Policies> Popup Help for filling in SAT policy form

Click on Save Policy, to complete the SAT policy set up.
Next, view the policy, just created:

HSM Key SAC Hostname Date Created 1 Date Updated 1 Actions

CyberarkPaird00001 http:iflocalhost 8081/ 10/03/2023 10:40:30 10/0512023 17:42:43 View | Edit | Delete
CyberarkPaird00001 hitp://51.140.81.51:8081/ 09/27/2022 09:05:15 12/0212023 19:25.51 View | Edit | Delele
CyberarkPaird00001 http:iflocalhost 8081 09/08/2022 11:22:29 12/0612023 10:02:30 Edit | Delete

© New Policy Manage SAT Scripts

Figure 52 — KeyScaler CP> Manage Policies > SAT Policies>View Policy

And make a note of the SAT policy UUID, highlighted below, this will be needed for the SAT
APl application.

C [ @ Notseeure  hitps://tenant.mykeyscaler.com/cp/admin/policies/sat/detail /b127bad6-3057-496b-a2¢c0-61188c5d1297/1

KeyScales™ Dashboard ~ Manage Devices - | Manage Policies = | HSM Access Conlroller - KeyScaler Edge - Reports & Notification

VIEW SYNCHRONOUS ASSET TRANSFER POLICY

View SAT Policy

Policy Name SAT Policy

Policy Description Cyberark test

Timeout (ms) 900000

Signing Key CyberarkPaird00001

SAC Hostname http:focalhost:8081

Template Service Connector FreeMarker Template Conneclor

Figure 53 — KeyScaler CP> Manage Policies > SAT Policies>SAT Policy UUID
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8 Appendix D - SAT Scripts
Configuration

On KeyScaler CP, from the SAT Policy list Page, click on the Manage SAT Scripts button:

SYNCHRONOUS ASSET TRANSFER POLICIES

Figure 54 — KeyScaler Control Panel> Manage SAT Policy>Manage SAT Scripts

Next Click on +New Script, to give the following form to fill-in for the script set up:

MANAGE KEYSCALER SYNCHRONOUS ASSET TRANSFER SCRIPTS

Create New Synchronous Asset Transfer Script

Script Name *
Script Description

s Type Any v

Seript Placehoiders

ASSIGN SCRIPT TO THESE DEVICE GROUP(S)

Device Group(s)

Figure 55 — KeyScaler Control Panel> Manage SAT Policy>Manage SAT Scripts>New Script

Fill in the form as shown in the example below, for list script.
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KeyScaler™ Dashboard ~ Manage Devices ~  Manage Policies = HSM Acoess Confroller = KeyScalerEdge ~ | Reports & Nofifieation

MANAGE KEYSCALER SYNCHRONOUS ASSET TRANSFER SCRIPTS

Edit Synchronous Asset Transfer Script

Script Name list 9

Script Description basic director listing and echo us¢

OS5 Type Linux ~

[user, 'path]

Script Placeholders

echo S{user}
Is -al S{path}
# which ssh

Seript *

ASSIGN SCRIPT TO THESE DEVICE GROUP(S)
Device Group(s) % SATDemoGroup 9

Figure 56 — KeyScaler Control Panel> Manage SAT Policy>Manage SAT Scripts>New Script for List

e Script Name: Free text field to enter a name for the script
e Script Description: Free text field to enter the description of what the script does
e 0S Type: Pull down list of the supported OS where the script can be executed, e.g. Linux

o Script Placeholders: The script fields to be substituted by the service connector from the data
model defined in the SAT API.

e Script: The script itself to be executed on the device via the SAT API.

o Device Group(s): The Device Group (whose devices) have permission to have these scripts
executed on them.

Click the Save button to complete the script configuration.

End of Document
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