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1 This Document  

1.1 Version Control 

Version Description Date Who 

1.0 Initial Document Creation   
Item 1 – Document Version Control 
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1.2 Terms and Definitions 

Term Meaning 

KSaaS KeyScaler as a Service 

Prospect Partner of customer 
Tenant Refers to a KeyScaler System that has been created for a partner or customer.  

Item 2 

 

1.3 Related Documentation 

Doc # Title Zendesk  

[1]    
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2 Document Overview 

This document outlines the basics steps on how a partner can get started with KeyScaler as a Service 

(KSaaS).  

 

3 KeyScaler as a Service 

3.1  Overview 

KSaaS (KeyScaler as a Service) is a multi-tenanted system, which consists of a top-level master 

tenant, a second layer of partner tenants and a third layer of end-customer tenants. The master tenant 

can be used to create partner tenants and the partner tenants can be used to end customer and user 

tenants. The tenant hierarchy can be illustrated as shown in Item 1, where the Master tenant is owned 

by Device Authority, and used to create partner tenants. A partner tenant is assigned to a partner 

company, which can onboard their own customers by creating further customer tenants. Datasets are 

segregated to where “Partner n” has access to management data of its own “Customer n” and 

“Customer n+1” etc. but not access to customers n+2, n+3 etc.  
 

 
Item 3 – Multi tiered Tenant Hierarchy 

 

 

The following sections provide details on how all this can be set up through the Device Authority 

Control Panel.  
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3.2 Tenants 

The following sections provide details on how partners can manage their own KeyScaler tenant as 

well as create additional customer tenants for their own customers.  

 

3.2.1 Partner Tenant 

3.2.1.1 Invitation Email 

Before a prospect (customer or partner) can access the KeyScaler Control Panel, a new partner 

account (2nd tier in Item 3) will be created, by Device Authority, for that particular prospect. Once the 

tenant/account has been created, the prospect will receive an invitation email (Item 4), which details 

how to access the Control Panel.  

 

In order to get an account setup, please contact Device Authority at support@deviceauthority.com  

 

 

 
Item 4 – Control Panel Invitation Email 

 

 

  

mailto:support@deviceauthority.com
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3.2.1.2 KeyScaler Login 

Follow the instructions in the invitation email (Item 4), enter temporary login details provided, and 

login to the KeyScaler Control Panel.  

 
Item 5 – KeyScaler Control Panel Login with temporary credentials. 

You will be immediately prompted to change the password. Once this has been completed, you will 

be logged into the KeyScaler Dashboard (Item 7) 

 
Item 6 – Change the password to proceed to the KeyScaler Dashboard. 

 
Item 7 – KeyScaler Dashboard 
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For the general usage of the KeyScaler Dashboard, please refer to Online Documentation from the 

menu item shown in Item 8. 

 

Item 8 – KeyScaler Dashboard Online documentation Link   
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3.2.1.3 Change Logo 

The Cutomize Account Logo menu option allows you to change the logo on the KeyScaler Dashboard 

to your own company logo.  

 
Item 9 – Customize Account Logo 

 

Select and upload your own logo, as shown in Item 10.Item 11 

 
Item 10 – Customize Account Logo – select file 
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The red arrows in Item 11 indicates where the newly uploaded logo has been inserted.  

 
Item 11 – Customize Account Logo – Logo uploaded 

 

3.2.1.4 Manage Customer Accounts  

As a partner you can on-board your own customers by selecting the Manage Customer Accounts as 

shown in Item 12. The tenant created corresponds to “customer n”, “customer n+1” etc. in Item 3 (3rd 

tier). 

 

 
Item 12 – Manage Customer Accounts 

 

 

  



 

11 | P a g e  
 

 

 

Add a new customer/tenant by clicking the Add New and you will be presented with the input form in 

Item 14. 

 
Item 13 – Manage Customer Accounts – Add New 

The following form allows a partner to fill in customer details. A partner can assign as many seats as 

has been made available by Device Authority. A partner can also enable or disable crypto features 

(data encryption/decryption) and credential provisioning (password management and certificate 

provisioning). The license Type can be set to Subscription or Trial.  

 
Item 14 – Create New Customer Account Details 

 

 

  



 

12 | P a g e  
 

Once the customer account has been successfully created, you will see the following page. At first, the 

status is will be shown as Disabled (Item 15), if you refresh the page after a few seconds, status will 

have changed to enabled (Item 16). 

 
Item 15 – Customer Account Created - Disabled 

 

 
Item 16 - Customer Account Created - Enabled 

Once a customer account has been created and enabled, an email will be sent to the customer with 

details on how to gain access to the system. See next section 0 for details.  
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3.2.2 Customer Tenant 

A customer tenant is created by a partner, as shown in Item 12. The following sections outlines what 

the end customer would need to do, once their customer tenant has been created.  

 

3.2.2.1 Invitation Email 

Once a partner has created (see Item 13 and Item 14) a new account for his customer, an email will be 

issued the end customer (e.g. Item 17) with instructions on how to login to the KeyScaler Dashboard.  

 
Item 17 – Customer Tenant Control Panel Invite Email 

3.2.2.2 KeyScaler Login 

The end customer can use email instructions login to their own KeyScaler System.  

 
Item 18 – Customer Tenant Login Page 
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3.2.2.3 KeyScaler Dashboard 

Once the customer has logged in, the customers company name, entered on the form in Item 14, will 

appear as the name of the menu item shown below in Item 19. The customer can also change the 

company logo as detailed in previously, in section 3.2.1.3. 

 

 
Item 19 – Customer Tenant KeyScaler Dashboard 

The end customer does not have the permissions to create further tenants for their customers but will 

have full access and use of the Device Authority Control Panel.  
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3.2.3 Managing your Customer  

As a partner, who manages potentially multiple customer tenants, you will have access to some 

management features. This section details a Partner’s view of a customer tenant.  

 

3.2.3.1 View Customer License  

This allows the partner to view how license details, such as how many remain, the total and how 

many have been used, in addition to various account info shown in Item 21 

 
Item 20 – View Customer Accounts 

 

The account information reflects the data entered during creation and information on license usage.  

 
Item 21 - View Customer Accounts 
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3.2.3.2 Manage Customer License  

 
Item 22 - Manage Customer Accounts 

This action allows a partner to manage license details shown below. The new data entered will 

overwrite the existing configuration.  

 

 
Item 23 – Update License details 
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3.2.3.3 Disable customer account 

Disabling the customer will prevent the customer from using the KeyScaler System, which means 

devices will no longer successfully authenticate, register and be able to use the KeyScaler system. 

Unless there is a very good reason for disabling a customer, this feature will (hopefully) not be used 

very often. 

 

 
Item 24 – Disable Customer Account 

 
Item 25 - Disable Customer Account 
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